Cain and ARP Poisoning
By Slimjim100

1. Turn on Cain and scan for local host on the tab labeled Sniffer
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TP address | MAC address | ouI fingerprint | Host name B3t |66 |68 [a [mo [m1 [m3 |
10,25.69.1 00091245102 Cisco Systems

10,25.69.2 O00EDBETO23F Dell ESG PCBA Test

10,25.69.3 0003E3001ACF Cisco Systemns, Inc,

10.25.69.14 O0B0DOSS2760 Dell Camputer Corp.

10,25.69.20 0010C3000315 CSI-CONTROL SYSTEMS
10.25.69.21 00B0D044 1080 Dell Camputer Corp.

10.25.69.22 O001EGTEDTCA Hewlett-Packard Comparry
10.25.69.23 00609F9I0716C PHAST CORPORATION
10.25.69.30 0003BA0A1SCE Sun Microsystems

10.25.69.35 O040F467194E CAMED COMMUNICATIONS, 1.,
10.25.69.36 O040F4671923 CAMED COMMUNICATIONS, 1.,
10.25.69.38 O0DOB7A659017 TMTEL CORPORATION

10.25.69.39 00DODD4001A4 SUMRISE TELECOM, TMC,
10.25.69.134 O0BODOATRSE9 Dell Computer Corp.
10.25.69.135 000DS6886FES Dell PCBA Test
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2. Now that you see how you have on your Subnet you can turn on ARP Poisoning.
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| IP address | MAC address | Packets - = | <- Packets | MAC address | IP address |

Status

Status | IP address | MAC address | Packets - = | <- Packets | MAC address | IP address |

E Hosts | @) ® aerons [ aPR-ssH |2 arrHTTRS | Routing [, Passwords |

Lost packets: 0%
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3. Now you will need to add the host to the ARP Poisoning table. Click on the + sign. And select the
Host to poisoning.
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APF enables you to hijack IP traffic between the selected host an the left list and all
selected hosts on the right 13t in both directions. IF a selecled host has routing capabilities
walN traffic will be intercepled also. Please note that since wour machine has not the
same performance of a routzr pou could cause DoS if you set PR between your Defaul:
Galevay ard all ulhie busts o pu LAH.

IF address [ MaC [« address [ MaC [
1025631 0031 2405102
1025632 I00BD3E7923F I
1025633 O003E300TACK
10256914 0BONIS52760
10256320 001 0C3000815
10256921 O0BODI44106D |
102565922 O00TEG7ED7CA
INZRRA 73 ANANSFANT 1R
10256330 003EA0ATACE
10256935 (040F 2571 94E |L|
| D

Cancel

= Hosts | apr |2, eprons @ apr-ssiy |2 aprHTiRs [ rowing [§, Passwords |

Lost packets: 0% s
4. The best method to getting all traffic is to highlight all hosts and any combination of the host to
spoof. Once you have done this Cain’s password filters will start trapping the Subnets passwords.

Mew ARP Poison Routing x|

WARNING 11l

14PR enables pou to hijack IP traffic between the selected host on the left list and all
selected hosts on the right list in both directions. If a selected hast has routing capabilities
AN tratfic will be intercepted also. Please note that since pour machine has nat the:
same performance of a router you could cause DoS if vou set APR between your Default
Gateway and all other hosts on your LAN.

IP address [ Mac |~

1025631 00091 2405102 00D5GRG6F 63
10.2569.2 O00BDES7923F O0EODOATERES
10.2569.3 O003E3001ACF 00DODDA001 44
10256914 (0EOD 0552760 O0DOE 7669017
10.25.69.20 0010C3000815 O040F4ET1923
10256321 OOBODO44106D | D040F4671948
10.25,69.22 O00MEETEDTCA O003BAOAIBCE  —
10256323 DOB0SFA0716C DOB0SFA0716C
10.25,69.30 O003BANATBCE O0D1EETEDTCA
10256935 O040F4E7194E ';| O0EOD 0441080 ';|
‘| | » | »

5. Now that you’re trapping password on the subnet you can also steal HTTPS certificates and send
the host a fake cert. With this future it allows you to see traffic in secure sites too. Also look to the
bottom tabs to see what you have collected. Under the top table you will see the routes to the host
and the info you are getting. Half routing is when you can only see half the connection and in this
case you can’t steal the passwords. But if you also load Etherpeek in the background and record
the session you can look for clues in the half-routing traffic.
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Skatus | 1P address | MAC address | Packets -= | <- Packets | MAC address | IP address | =
époisoning 10.25.69.2 000BDBS7923F 1} 1] O040F4671923 10.25.69,36 ||
Poisoning 10.25.69.3 0003E3001ACF o o 000DS6556FES 10.25.69.135
Paisoning 10,25.69.1 00091245102 1} 1] 0010C3000515 10.25.69.20
Poisoning 10.25.69.1 000912425102 o o 000000400144 10.25.69.39
époisoning 10.25.69.2 000BDES7923F o o 0003E3001ACF 10.25.69.3
éPmsonlng 10.25.69.2 O00BDES7923F 1) o O0BODODA7ES69 10.25.69.134
Poisoning 10.25.69.1 000912425102 o o O000BDES7923F 10.25.69.2
Prisnninn 10.75.A9.3 NONAF3NN1ACF n n ONN3RANATRCF 10.75.A9.30 LI
Skatus | 1P address | MAC address | Packets -» | <- Packets | MAC address | IP address |
“) Half-routing 10.3.100.51 000912425102 i) o 0010C3000515 10.25.69.20
& Full-routing 10.25.69.134 O0BODOATES6S 4 ) 00091245102 10.25.64.12

o a

[E] toss | @ aer [, aprons [BM apRssri [ APmTIPs | Routng [ Passwords

Lost packets: 0% A
6. Now that you have been running the ARP Poisoning for a little while look at the passwords you
have collected. Well to crack them you will have to send them to the crack in Cain. Remember
that Cain supports Rainbow Tables so to save yourself a lot of time running dictionary and Brut
forcing just run the password against the rainbow Tables and you should have your password in
less than 10 minutes.
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Status [ 1P address | MaC address [ Packets = [ = s | MaC address [P address [ =
&Poisoning 10.25.69.2 000BDEGTI23F a o 0040F467 1923 10,25.69.36 | |
&Poisoning 10.25.69.3 0003E3001ACF a 000DS6356FEeS 10,25.69,135
&F‘DISDHIHQ 10.25.69.1 00091245102 1) o 0010C3000515 10,25.69.20
Poisoning 10.25.69.1 00091245102 1) o 000000400144 10,25.69.39
&Pnisnning 10.25.69.2 000EDB&7923F a a 0003E3001ACF 10.25.69.3
&Pnisnning 10.25.69.2 000EDB&7923F a a O0BODOAFESAS 10.25.69.134
Poisaning 10.25.69.1 0009124C5102 o o O00EDBS7I23F 10.25.69.2
A4 Prisrninn 1N.75.A9.3 NNN3FANM ACF n n NNN3RANATACF 1N.75.A9.30 Jid|
Status | IF address | MAC address | Packets -> | <- Packets | MAC address | IP address
‘> Half-routing 10,3.100.51 0009124C5102 o0 o 00103000515 10,25.69.20
P Full-routing 10.25.69,134 O0BODOATES6S Z2 15 00091245102 10.25.64.12
W Full-routing 10.25.69.2 O00BDEG7923F 194 200 00091245102 10.25.64.10
I Full-routing 10.25.69.2 000EDB&7923F 1 1 0009124C5102 10.3.20.14
I Full-routing 10.25.69.2 000EDB&7923F 1 1 0009124C5102 10.3.20.13
@®» Fgll-routing 10.25.69.2 000EDES7I23F £l 4 0009124C5102 10.25.64.12
QP Full-routing 10.25.69.135 000DS6856FE9 178 176 0009124C5102 10.25.64.10
I Full-routing 10.25.69,135 000D56856FE9 2 2 0009124C5102 10,3.20,13
I Full-routing 10.25.69,135 000D56856FE9 21 13 0009124C5102 10,25.64.12
& Full-routing 10,25.69.2 000EDES7I23F 24 21 12405102 10.62,200,96
& Full-routing 10.25.69.14 00BODOSSZ760 g g 10,3.20,14
& Full-routing 10.25.69.14 00BODOSS2760 :) 5] 10,3.20,13
&b Full-routing 10.25.69.2 000BDEGTI23F 18 15 0009124510 10.25.64.11
(=) Fosts | apr [ APrONS [P ePr-schi D) APRHTIPS | Routing [ Passwords
Lost packets: 0% v
Good luck and have fun!

Slimjim100



